e FoxT Reporting Manager

FoxT Reporting Manager, an optional enhancement to FoxT Enterprise Access
Management solutions, enables organizations to manage audit and compliance
reporting in a secure, structured way across security domains. FoxT Reporting
Manager can be remotely managed and operated from any configured client via an
internet browser.

In addition to simplifying audits and regulatory compliance, FoxT Reporting Manager
also boosts administrator productivity with improved views into access control
policies. And for security and IT management, consolidated visibility into the status
of your access controls across domains facilitates pro-active decision making.

FoxT Reporting Manager’s key features include:

e Role-based access to compliance, audit, and operational reporting capabilities

e Delivery of business and operational views into your corporate access control
policies and audit log data

e Access to compliance report data is automatically segregated from your
operational security environment

e Pre-built set of 60+ standard security reports, appropriate to your FoxT
Enterprise Access Management infrastructure

e Ability to review and report on access control policies and data across security
domains

- To meet regulatory requirements, it is common to divide operational
security along “Chinese Walls” principles with separate security domains

- However, from a business perspective, it is important to have visibility
across domains at a summary level

- FoxT Reporting Manager supports data access controls to meet both sets
of business imperatives

e Trend graphing enables management to quickly assess system activity (e.g.
logins, failed logins)

e Data sets from other on-site databases (for example, asset management) may
be integrated with your corporate access controls and audit logs

FoxT Reporting Manager is designed for use in highly scalable, enterprise
environments. The two industry-standard components include:

e Web application server platform based on either IBM WebSphere, Oracle
Weblogic, or Apache Tomcat

e Database platform based on either Oracle or mySQL Enterprise platforms



About FoxT

FoxT's  comprehensive  Enterprise  Access  Control
Management solution suite enables organizations to
centrally manage and control access to operating system
services, configuration services, business applications, and
information, on wired or wireless devices. The ability to
centrally administer, authenticate, authorize, and audit the
IT infrastructure enables organizations to simplify audits
and compliance, strengthen security, and streamline IT
operations. Headquartered in Mountain View, California,
FoxT serves Global 1000 customers in 32 countries For more

information - www.foxt.com.
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Supported Platforms

FoxT Manager Version Support
FoxT Reporting Manager integration
can be connected to all FoxT Masters
running the following releases:

FoxT ServerControl and newer for Sun
Solaris 9, Sun Solaris 10, and Red Hat
Enterprise Linux 5 64-bit

Please check with your Technical
Account Manager for platform and
release combinations.

FoxT Reporting Manager Platform
Support

e Red Hat Enterprise Linux 4 64-bit
e Sun Solaris 10

FoxT Reporting Manager Relational
Database Support

e Oracle 11g

e mySQL5.1

Any technical platform that supports
these software versions.

Note: For small installations, we would
recommend using the same server
as the FoxT Reporting Manager Server

Browser Requirements

FoxT Reporting Manager supports the

following internet browsers for remote

administration and operation:

e Microsoft Internet Explorer 7.0
and later

e Mozilla Firefox 2.0 and later




